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FISMA and DHP-SIRT 

Purpose 

 Provide an overview of the Federal 
Information Security Management Act 
(FISMA), the Defense Health Program System 
Inventory Reporting Tool (DHP-SIRT), and 
the importance in privacy reporting 
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FISMA and DHP-SIRT 

Objectives 

 This presentation will: 

 Demonstrate the purpose of FISMA 

 Show how privacy reporting is related to 
FISMA 

 Identify the new Privacy requirements for 
FISMA 

 Describe DHP-SIRT and its impact 

 Identify the new data fields associated with 
Privacy in DHP-SIRT 
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FISMA 


.
 



FISMA and DHP-SIRT 

The Establishment of FISMA 

 Report required by the E-government Act of 
2002, Title III 

 Report on the security and privacy of 
sensitive information in Federal computer 
systems on: 

 System inventories 

 Testing and evaluation 

 Security controls 

 Privacy controls 
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FISMA and DHP-SIRT 

FISMA Scorecard
 



FISMA and DHP-SIRT 

FISMA Reporting Roles 

 FISMA Reporting is done at the Component 
level (TMA, DoD, agency, etc.) for systems 
controlled by that Component 

 TMA Privacy Office answers FISMA questions 
on TMA system’s Privacy protections 

 TMA Privacy Office provides supporting 
documentation to verify its FISMA report 
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FISMA and DHP-SIRT 

FISMA Report 

 Annual or quarterly report on system security 
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FISMA and DHP-SIRT 

FISMA Report - Privacy 

 Privacy section includes: 

 Senior Agency Official for Privacy (SAOP) 
responsibilities 

 Information regarding privacy and training 

 Privacy Impact Assessment (PIA) and web 
privacy policies and processes 

 Privacy Act reviews 

 Policy compliance reviews 

 Persistent tracking technology utilization 

 Contact information 
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FISMA and DHP-SIRT 

FISMA Report - Privacy Template
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FISMA and DHP-SIRT 

FISMA Report - Privacy Template
 
(continued) 
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FISMA and DHP-SIRT 

FISMA Report - Privacy Template
 
(continued) 

12 



FISMA and DHP-SIRT 

FISMA Report - Privacy Template 

(continued) 
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FISMA and DHP-SIRT 

New FISMA Requirements 

 OMB 08-09, “New FISMA Privacy Reporting 
Requirements for FY 2008” January 18, 2008 
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FISMA and DHP-SIRT 

FISMA Report -
New Requirements 
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FISMA and DHP-SIRT 

FISMA Report Disposition 

 TMA Privacy Office FISMA report forwarded to 
Defense Privacy Office 

 Defense Privacy Office compiles findings from 
DoD agencies into consolidated FISMA report 

 FISMA reports from Federal agencies and 
departments sent to OMB 
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DHP-SIRT
 

.
 



FISMA and DHP-SIRT 

Reasons for DHP-SIRT 

 DoD Information Technology Portfolio 
Repository (DITPR) 

 Authoritative inventory of DoD systems 

 Allows for consistent compliance reporting 
across DoD 

 OSD Memo, “Defense Health Program 
Systems Inventory Control Policy” 
September 16, 2005 

 Required that the Military Health System 
(MHS) establish inventory 
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FISMA and DHP-SIRT 

DHP-SIRT Information Areas 

 DHP-SIRT Inventory Requirements include: 
 FISMA 

 Privacy 

 Business Enterprise Architecture (BEA) 

 E-Authentication 

 Interoperability 

 Enterprise Information Environment Missions Area  

 Standard Financial Information Structure/Federal 
Financial Management Improvement Act 

 Warfighting Mission Area 

 Enterprise Transition Planning 
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FISMA and DHP-SIRT 

DHP-SIRT Privacy Requirements
 

 DHP-SIRT Privacy Requirements include: 
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FISMA and DHP-SIRT 

New DHP-SIRT Privacy 
Requirements 
 New PIA Requirement: 

 Does the system collect PII from members of the 
public, federal employees, and/or contractors? 

 New SSN Requirements: 
 Are SSNs being used within the system? 

 What is the primary legal legislative or legal 
justification for SSN use? 

 What is the specific legislative or legal reference for 
SSN use? 

 Are any Department of Defense (DD) or Secretary 
of Defense (SD) forms being used that contain 
SSNs? 
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FISMA and DHP-SIRT 

Additional DHP-SIRT Requirements
 

 New Records Managements Requirements: 

 New Records Management Information Area 

Does the system contain records data? 

Has the system been scheduled with National 
Archives and Records Administration (NARA)? 

What is the records data disposition authority? 

If not scheduled with NARA when will it be 
scheduled? 

Comments? 
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Text

FISMA and DHP-SIRT 

Reasons for New Requirements
 

DoD PIA 
Guidance 

DoD SSN 
Reduction Plan 

44 U.S.C. Chapter 
31 

PIA 
Requirements 

SSN 
Requirements 

Records 
Management 
Requirements 
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FISMA and DHP-SIRT 

Summary 

 You now can: 

 Understand the purpose of FISMA 

 Understand Privacy reporting related to FISMA 

 Identify the new Privacy requirements for 
FISMA 

 Understand DHP-SIRT and its impact 

 Identify the new data fields associated with 
Privacy in DHP-SIRT 
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